EAST Search History 



Ref 

# 




1 Hi— 

Hits 


Search Query 




DBs 


Default 
uperaior 


Plurals 


Time Stamp 


SI 






67 


nriembry block vvittiii 


hash 


US-PGPUB; 
USPAT; : 






2007/05/17 13:15 ! 














USOCR; 
EPO; JPO; 
DERWENT; 










































ilBMjJPB 






























S2 




68 


memory block with (hash or 
identifying value) 


US-PGPUB- 
USPAT; 
USOCR; 
EPO; JPO; 

DFRWFMT' 

LstlNVV til 1 / 

IBM_TDB 


ADl 


ON 


2007/05/17 15:04 






.1350 


(virus or malicious code) near2 


US-PGPUB; 


ADJ 


ON 


2007/05/17 15:05 








i ; detection and (memory or cache ; ; \ i i ; 
or virtual memory^ 


USPAT; 
USOCR; 
EPO; JPO; 




















































DERWENT; 






































IBM_TDB 










54 




14 


(virus or malicious code) near2 
detection with dynamic and 
(memory or cache or virtual 
memory) 


1 IQ D(ZD\ IR- 

USPAT; 
USOCR; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


Am 

ALU 


UN 


2007/07/02 13:06 


S5 








\ ftiemory page with hash 


US-PGPUB; 

USPAT; 

USOCR; 


ADJ 


;;ON;l;--;: 


2007/05/18 13:14 




















































EPO; JPO; 




















DERWENT; 
IBM_TDBf; 




























S6 






memory with (scan$4 or detect$3) 
with (virus or worm or trojan) 


US-PGPUB; 

USPAT; 
i icnro • 

EPO; JPO; 

DERWENT; 

IBM_TDB 


ADJ 


/SRI 

ON 


2007/05/18 13:19 


S7 








(verify or verificatior 


i) before 


US-PGPUB; 


-ADJ"r^ : :j : :; 


ON 


2007/05/18 13:23^ 










(execute or execution ) 


USPAT; ; 






















USOCR; 
EPO; JPO; 
DERWENT; 
IBM_TDB 






























S8 




5 


memory near2 modification near2 
detection 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO; 
DERWENT; 
IBM TDB 


ADJ 


ON 


2007/05/18 13:25 
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S9 


6 


memory intrusion detection 


US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBM_TDB 


ADJ 


ON 


2007/05/18 13:34 




555 


726/23.ccls; • 




US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBM_TDB 


ADJ 


ON 


2007/05/18 13:27 






































Sll 


476 


726/24.ccls. 




US-PGPIJB- 

USPAT; 

USOCR" 

EPO; JPO; 

DERWENT; 

IBM_TDB 


AD1 


ON 

• 


2007/05/18 1^-27 




308 : 


713/187.CCIS. 




US-PGPUB; 
USPAT; 


ADJ 


ON 


2007/05/18 15:12 












USOCR; 
EPO; JPO;: 
DERWENT; 

ibm^tdb ; 


























S13 


10 


dynamic verification and validity 
and executable 


US-PGPUB; 

USPAT; 

USOCR; 

EPO" JPO- 

DERWENT; 

IBM_TDB 


ADJ 


ON 


2007/05/18 13:35 


iiiii; 


•:-t:;$85: : 


instruction with hash and ; :: 


US-PGPUB; 


ADJ : 


ON 


2007/05/18 15:12 : 






compar$i 






USPAT; 




















USOCR; 




































EPO; JPO; 


















DERWENT; 
IBM.TDB 

US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO; 

L/LKVVEIN 1 , 

IBM_TDB 








S15 


1638 


virtual adj2 (environment or 
machine) and (virus or malicious) 


ADJ 


ON 


2007/06/20 16:18 


lip:! 


-li-lOSl 1 . 


virtual adj2 (environment or 
machine) with (virus or malicious) 


US-PGPUB; 

USPAT; 

USOCR; 


ADJ;; 


ON H 


2007/06/20 16:18 














EPO; JPO; 




















DERWENT; 
IBM_TDB 
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<:17 


£.0 


uyridiTiicip" iicai^ vcriiip/ wiui 
instruction 


1 k-p^pi ir* 

Uj rOr UD, 

USPAT; 
USOCR; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


Am 

rVL/J 




£.\AJ / 1 \J\JJ £.0 1U.VU 






::::: ; ;::;::23;579:;; 


instruction with execut$3 and j 
■ ■ compa r$3 ; with value and ider1tif$4 


USrPGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBM_TDB 


ADJ 


ON : 


: :m t A A"7 / A£ / "> C 1 £ 1 AA 

2007/06/25 16:09 






























S19 




instruction with execut$3 and 
compar$3 with value and identif$4 
and dynamic$4 


1 K-PHPI IR- 

USPAT; 
USOCR; 
EPO; JPO; 

nCDXAICMT- 

L/tKWbN 1 , 
IBM_TDB 


Am 




7007/Ofi/'?^ 1 


S20 




!;in^rurtiohi^ 

c6mpar$3|;with vaiue;ahd:identif$4; 
= and dynamic$4 with verif$7 


US-PGP^UB; 
USPAT;: ;, 
USOCR; 
EPO; JPO; : : : 






2007/06/26 10:10 










DERWENT;:!; 








S21 




memory block and hash$3 


IBM_TDB 

1 IC DPDI ID. 

USPAT; 
USOCR; 
EPO; JPO; 
DERWENT; 
IBM.TDB 


Am 




ZUU//UO/ZO 1u.11 


S22 




■ mm {% : : . 

• 78; 


^memory block; with hash$3 = 


• 1 if* : A/Tii : ir> « : • 

US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO; 


• AIM •" 

ADJ 


ON 


2007/06/26 10: ll 










DERWENT; 
IBM.TDB 








S23 


1 "7A 


memory block same hash$3 


1 IC Df-DI ID* 

Ud-pgpud; 

USPAT' 
USOCR; 
EPO; JPO; 
DERWENT; 
IBM.TDB 


ADJ 


AM 

UN 


ZUU//U0/Z0 10.1 i 


;i2 : i 




: 60 


dyhariiic verif$7^ 


US-PGPUB; 






;2007/07/D2 13:07 








instruction 


USPAT; 
USOCR; 
EPO; JPO; 
1 DERWENT; 
IBM.TDB 





































7/31/2007 1:03:56 PM 

C:\Documents and Settings\Jturchen\My Documents\EAST\Workspaces\10791602.wsp 



Page 3 



EAST Search History 



S25 




265 


virtual mar hinp and froHp or 

vii luai 1 1 iav»i in ic anu ^v-vvic wi 

instruction) valid$5 






US-PGPUB- 

USPAT; 

USOCR: 

EPO; JPO; 

DERWENT; 

IBMJTDB 


ADJ 


ON 


2007/07/02 13-35 






IB 


virtual machine and (code or : 
instruction) valid$5 and 






US-PGPUB; 

USPAf;: : • 


:^DJ::::; •!•• 


ON: :J- 


2QQ7/07/02 13:39 






dynamic$4 






USOCR; 
EPO; JPO;:; 
DERWENT; 




















































]IBMJTDB 


















30 


memory block with valid$5 and 
hash 




I |C DPDI IQ* 

Uo-rbrUD, 

USPAT; 
USOCR; 
EPO; JPO; 
DERWENT; 
IBMJTDB 


Am 

ALU 


AM 


2007/07/02 14:57 




















US-PGPUB; 


:ApVj;: : ; 


ON 


2007/07/02 14:57 


l/UU 


laenurytng yaiue : 


























USPAT; 
USOCR; 
EPO; JPO; 
































DERWENT; 
































IBMJTDB •! 

US-PGPUB: 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBMJTDB 














S29 




165 


identifying value and hash 


ADJ 


ON 


2007/07/02 15:08 


fill 




HI 


memory with value same hash 




IuIpSbI 

-USPAT; 
USOCR; 
EPO; JPO; : 
DERWENT; 
IBMJTDB 


: IBjl!li;!l 




:;;|»07/07p2^:00; 




























































S31 




133 


virtual machine and virus scan$4 




1 If r>/TH ID. 

US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBMJTDB 


ADJ 


ON 


2007/07/02 16:10 


S32 






(39 


Java and virus scan$4 








US-PGPUB; 
USPAT; 
USOCR; 
; EPO;! JPO; 
DERWENT;:: 


ADJ 


ON 


2007/07/02 16:10 














































IBMJTDB 
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533 


0 


Java with virus scan$4 


1 IC Df^DI ID. 

US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBMJTDB 


ADJ 


UN 


ZUU7/U//UZ ib:iu 


coo 




/uy3z3y 


I IC DPDI ID- 

USPAT; 
USOCR; 
EPO; JPO; 
DERWENT; 
IBM TDB 


Am 
ALU 


UIM 


^nnT/AT/m i£oi 
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S40 



92 



("20020083334" | "4400769" 



"4819234" 


"4975950" | 


"5121345" 


"5278901" | 


"5345595" 


"5359659" | 


"5398196" 


"5414833" | 


"5440723" 


"5452442" | 


"5475839" 


"5511184" | 


"5586260" 


"5590331" | 


"5606668" 


"5623600" | 


"5623601" 


"5630061" | 


"5649095" 


"5675711" | 


"5696822" 


"5761504" | 


"5764887" 


"5764890" | 


"5765030" 


"5774727" | 


"5787177" 


"5796942" | 


"5798706" 


"5815574" | 


"5822517" 


"5826013" | 


"5828833" 


"5832208" | 


"5832211" 


"5835726" | 


"5838903" 


"5842002" | 


"5854916" 


"5857191" | 


"5864665" 


"5864803" | 


"5872978" 


"5875296" | 


"5881236" 


"5884033" | 


"5907834" 


"5950012" | 


"5964839" 


"5964889" | 


"5978917" 


"5983270" | 


"5983348" 


"5987606" | 


"5987610" 


"5987611" | 


"5999723" 


"6003132" 1 


"6014645" 


"6016553" 1 


"6021510" 


"6026442" j 


"6029256" 


"6035423" | 


"6041347" 


"6061795" | 


"6067410" 


"6081894" | 


"6085224" 


"6088803" | 


"6092194" 


"6094731" | 


"6098173" 


"6108799" | 


"6118940" 


"6119165" | 


"6119234" 


"6122738" | 


"6154844" 


"6167520" | 


"6199181" 


"6266774" | 


"6272641" 


"6275938" | 


"6324627" 


"6338141" | 


"6357008" 


"6397242" | 


"6405318" 


"6775780").PN. 



US-PGPUB; 

USPAT; 

USOCR 



ADJ 



ON 



2007/07/03 09:49 
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S41 



92 



S42 



13 



("20020083334" | "4400769" | 



"4819234" 


"4975950" | 


"5121345" 


"5278901" | 


"5345595" 


"5359659" | 


"5398196" 


"5414833" | 


"5440723" 


"5452442" | 


"5475839" 


"5511184" | 


"5586260" 


"5590331" | 


"5606668" 


| "5623600" | 


"5623601" 


| "5630061" | 


"5649095" 


| "5675711" | 


"5696822" 


"5761504" | 


"5764887" 


"5764890" | 


"5765030" 


"5774727" | 


"5787177" 


"5796942" | 


"5798706" 


"5815574" | 


"5822517" 


"5826013" | 


"5828833" 


"5832208" | 


"5832211" 


"5835726" | 


"5838903" 


"5842002" | 


"5854916" 


"5857191" | 


"5864665" 


"5864803" | 


"5872978" 


"5875296" | 


"5881236" 


"5884033" | 


"5907834" 


| "5950012" | 


"5964839" 


| "5964889" | 


"5978917" 


"5983270" | 


"5983348" 


"5987606" | 


"5987610" 


"5987611" | 


"5999723" 


"6003132" | 


"6014645" 


"6016553" | 


"6021510" 


"6026442" | 


"6029256" 


"6035423" | 


"6041347" 


"6061795" | 


"6067410" 


"6081894" | 


"6085224" 


"6088803" | 


"6092194" 


"6094731" | 


"6098173" 


"6108799" | 


"6118940" 


"6119165" | 


"6119234" 


"6122738" | 


"6154844" 


"6167520" | 


"6199181" 


"6266774" | 


"6272641" 


"6275938" | 


"6324627" 


"6338141" | 


"6357008" 


"6397242" | 


"6405318" 


"6775780").PN. 



S41 and hash 



US-PGPUB; 

USPAT; 

USOCR 



US-PGPUB; 
USPAT; 

usocR :;i 



ADJ 



ADJ 



ON 



ON 



2007/07/03 09:49 



2007/07/03 09:49 
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41fi 
•rlD 


iiicMiury iicdiz. muuii<p/ anu ^virub 

or malicious) 


Uj'rOrUD, 

USPAT; 
USOCR; 
EPO; JPO; 
DERWENT; 

TDtm 1 1 \p 
IBM_TDB 


Am 

HL/J 




7007/07/00 1 


S44 




(virtual machine monitor or 
hypervisor) and (virus or 
malicious) and verif$7 


US-PGPUB; 
USPAT; 
USOCR; ! 
EPO; JPO; 
DERWENT; 


ADJ 


ON 


2007/07/09 15:34 








IBM.TDB 








545 


156 


(virtual machine monitor or 
hypervisor) and (virus or malicious 
or trojan or worm) and verif$7 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO; 
DERWENT; 
IBM TDB 


ADJ 


ON 


2007/07/09 15:34 
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S46 



175 



("20010021969" | "20010027527" 
| "20010037450" | "3699532" | 



"3996449" 


"4037214" 


"4162536" 


"4207609" 


"4247905" 


"4276594" 


"4278837" 


"4307447" 


"43i9233" 


"4319323" 


"4347565" 


"4366537" 


"4403283" 


"4419724" 


"4430709" 


"4521852" 


"4571672" 


"4759064" 


"4795893" 


"4802084" 


"4975836" 


"5007082" 


"5022077" 


"5075842" 


"5079737" 


"5187802" 


"5230069" 


"5237616" 


"5255379" 


"5287363" 


"5293424" 


"5295251" 


"5303378" 


"5317705" 


"5319760" 


"5361375" 


"5386552" 


"5421006" 


"5437033" 


"5455909" 


"5459867" 


"5459869" 


"5469557" 


"5473692" 


"5479509" 


"5504922" 


"5506975" 


"5511217" 


"5522075" 


"5555385" 


"5555414" 


"5560013" 


"5564040" 


"5568552" 


"5574936" 


"5582717" 


"5604805" 


"5606617" 


"5615263" 


"5628022" 


"5633929" 


"5657445" 


"5668971" 


"5684948" 


"5706469" 


"5717903" 


"5729760" 


"5737604" 


"5737760" 


"5740178" 


"5752046" 


"5757919" 


"5764969" 


"5796845" 


"5805712" 


"5809546" 


"5825880" 


"5835594" 


"5844986" 


"5852717" 


"5854913" 


"5872994" 


"5890189" 


"5898883" 


"5901225" 


"5919257" 


"5935242" 


"5935247" 


"cornea" 




"5953502" 


"5956408" 


"5970147" 


"5978475" 


"5978481" 


"5987557" 


"6014745" 


"6035374" 


"6044478" 


"6055637" 


"6058478" 


"6061794" 


"6075938" 


"6085296" 


"6088262" 1 


1 "6092095" 



US-PGPUB; 

USPAT; 

USOCR 



AQJ 



ON 



2007/07/09 16:04 



7/31/2007 
C:\Docu nents 



1:03:56 PM 
and Set tii 



5\EAST\Workspaces\107916()2.wsp 
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S47 


1524 


memory with (modified or 
modification) with detect$3 


US-PGPUB; 

USPAT; 

USOCR 


AIM 

adj 


ON 


2007/07/09 16:04 






memory with (modified or 


US-PGPUB; 


ADJ ; 


on ; ; 


2007/07/09 16:05 






modification) with detect$3 and 

f v/iri ic nr trman or malirinnc or 


USPAT; 
USOCR 




























•iWOrm):^h;iii::..:;-i;:;::;:;;-!;;":;;L 










S50 


43 


(memory with (modified or 
modification) with detect$3) and 
(virus or trojan or malicious or 
worm) and (hash$3 or message 
digest or fingerprint) 


US-PGPUB; 

1 IQDAT* 
UDrM 1 , 

USOCR 


ADJ 


ON 


2007/07/09 16:07 


S51 


. V ; :;::22 


(memorv 
modifical 


r witn tmoamea or 
cion) with detect$3) and 


US-PGPUB; 
USPAT; 


•ADJ::::-;:;;;;; 


ON : ; 


-2007/07/09; 16:12 






(virus or 


trojan or malicious or 


USOCR 












wdrrh) and ( hash$3 or rriessage 














Hin»ct nr 


Finn»rnrinH and \/irhial<fc7 










S52 


26 


((memory or page) with (modified 
or modification) with detect$3) 
and (virus or trojan or malicious or 
worm) and (hash$3 or message 
digest or fingerprint) and virtual$7 


US-PGPUB; 

USPAT; 

USOCR 


ADJ 


ON 


2007/07/0916:12 


S53 


•'•■'Si 


S52 not S51 


US-PGPUB; 

USPAT; 

USOCR 

1 IC DPDI ID* 

USPAT; 
USOCR 




;;0N 


2007/07/09 16:51 














bb't 


£1 1 

oil 


code (validation or verfication) 


ADJ 




/UU//U//uy lo.bz 


S55 : 


WXmm 


code (validation or verfication) 


US-PGPUB; 


ADJ ; ; 


ON ; 


2007/07/09:16:52 






arid (malicious or virus or malware 


USPAT; : 












or worm or trojan) 


USOCR 








S56 


14 


("20010020272" | "20020073055" 
| "20020091940" | "5825877" | 
"5956481" | "5978917" | 
"6094731" | "6154844" | 
"6157721" | "6327656" | 
"6577920" | "6611925").PN. OR 
("7093135").URPN. 


US-PGPUB; 

USPAT; 

USOCR 


ADJ 


ON 


2007/07/09 17:00 


S57 




heuristic and hash and (virus or 
malicious or worm or trojan) and 
(check$3 or scan$4) 


US-PGPUB; 

USPAT; 

USOCR 


ADJ 


ON 


2007/07/09 17:00 


S58 


760 


heuristic and (hash or digest or 
fingerprint) and (virus or malicious 
or worm or trojan) and (check$3 
or scan$4) 


US-PGPUB- 

USPAT; 

USOCR 


ADJ 


ON 


2007/07/09 17-01 






heuristic and (hash or digest or ; : i 
fingerprint) and: ;( vi rus ; or ma licipus 


luS-PGPUB; 
USPAT; 




ON 


2007/07/09 17:05 






ofi worm 


or tfpjan) and ;(check$3 


USOCR 












or scan$4) and virtual?/ 
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S60 


452 


heuristic and (hash or digest or 
fingerprint) and (virus or malicious 
or worm or trojan) and (check$3 
or scan$4) and virtual$7 and 
(instruction or code) 


US-PGPUB; 

USPAT; 

USOCR 


ADJ 


ON 


2007/07/09 17:05 


S61 


[ m 337 


heuristic and (hash or digest or 


US-PGPUB; 


ADJ 


ON 


2007/07/10 10:21 






fingerprint) and (virus or malicious 
or worm or trojan) and (check$3 
6rsean$4) and;virtuaj$7 and ; 
(instruction) 


USPAT; 
USOCR 






S62 


8 


dvnamic$4 with f validate or 
verif$7) with instruction and (virus 
or malicious or trojan or worm) 


US-PGPUB" 

USPAT; 

USOCR 


ADJ 


ON 


2007/07/10 10-23 


S63i:: 




java with byte code with analyz$3 


US-PGPUB; 
USPAT; 


ADJ ; 


;:ON:-;::.; 


2007/07/10 10:28 








USOCR _ 








S64 

ilRi: 


84 


instruction with virus with 
detection 

instruction with verif $4 ;with 
dynamic$4 


US-PGPUB; 

USPAT; 

USOCR 

US^RBPUB; 
USPAT; 


ADJ 

IIBlljiiii 


ON 


2007/07/iO 10:44 
72007/0710 10:46 












USOCR 








S66 


Ill 


code with verif$4 with dynamic$4 


US-PGPUB; 

USPAT; 

USOCR 


ADJ 


ON 


2007/07/10 10:48 


S67 


102 


S6p not S65 


US-PGPUB; 
USPAT; 
USOCR i 


ADJ 


ON 


2007/07/10 12:39 


S68 


7 


real time with virus with scan$4 
and hash$3 
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